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About the pictures

The screens in this manual use made-up sample dealerships ("Smith Honda", "Smith
Toyota"...) and sample devices. Your own scans will show your own network.
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1 Welcome to MAC Scout

A Windows tool that finds every device on a network and tells you what it is.

Every car dealership network is crowded: sales desks, service bays, printers, cameras, key
cabinets, card terminals, time clocks, lobby TVs. When something stops working, the first question
is always which box is which? MAC Scout answers it in seconds.

What MAC Scout does

¢ Finds every device in an address range and lists its name, IP address, MAC address and
manufacturer.

e Shows what each device is with an icon and a type: computer, printer, camera, phone, card
terminal, key cabinet and more. You can correct it and teach it.

o Keeps each site separate. Every store or customer site gets its own tab with its own settings,
notes and scan history.

e Shows what changed since the last scan: new devices, devices that disappeared, devices that
moved to another IP address.

e Flags problems such as IP address conflicts and suspicious addresses, and explains each one
in plain English.

e Has the tools built in: ping, telnet, SSH, remote desktop, a PDF report for the customer and
more.

What is a MAC address?

MAC = Media Access Control

MAC 3C2AF4112233

3C-2A-F4 -11-22-33

Who made it: Brother This one device

MAC stands for Media Access Control. The first half of the address identifies the manufacturer.
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MAC stands for Media Access Control (it is pronounced "mack"). A MAC address is the hardware
ID built into every network card, written as six pairs of characters such as 3C-2A-F4-11-22-33 . The
first half is assigned to the manufacturer by the IEEE, which is how MAC Scout can tell you that a
device was made by Brother, Hikvision or Dell. The second half identifies the individual device.

Who it is for

MAC Scout is made for the people who keep dealerships, and other multi-site businesses, running:
in-house IT staff, managed service providers looking after several client sites, and field technicians
who need answers on the spot.

What you need

ltem Requirement

Windows Windows 10 or Windows 11 (32- or 64-bit), or Windows Server 2012 /
2012 R2 or later with the desktop installed (Server Core is not
supported).

.NET Framework Microsoft .NET Framework 4.8 is required. Up-to-date Windows 10
and 11 already include it. On Windows Server 2012, 2012 R2, 2016
and Windows 8.1 install it first (free, from Microsoft):
dotnet.microsoft.com/download/dotnet-framework/net48,
choose Runtime > Offline installer, then restart. If it is missing, MAC
Scout offers to download Microsoft's offline installer, check that it is
genuinely signed by Microsoft and install it for you (administrator
rights needed; Windows usually restarts afterwards and MAC Scout
opens again by itself).

Installation Your choice: the installer ( MacScout-Setup.exe ) adds MAC Scout
to the Start menu with an uninstaller, for your Windows account only,
so no administrator password is needed. Or use the portable
program ( MacScout.exe ): a single file you copy anywhere (desktop,
USB stick, network share) and run. See chapter 2.

Rights Runs as a normal user. Some scan methods (WMI, NET API) and tools
(remote shutdown) need administrator rights on the remote
computers, e.g. a domain admin account.

Your settings Keptin %APPDATA%\MacScout : settings, locations, saved results and
scan history.

Written in C# for the Microsoft .NET Framework 4.8 (Windows Forms).
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2 Getting started

Open the program, take the one-minute tour, and get to know the window.

Installer or portable?

Both are on the download page, github.com/Dialsoft/macscout-releases , also linked from
dialsoft.com. They are the same program; pick whichever suits the PC.

Download Best for

MacScout-Setup.exe Your own PCs and techs' laptops. Installs into

(installer) %LOCALAPPDATA%\Programs\MAC Scout for your Windows account only, so
no administrator password is needed. Adds MAC Scout and the user manual
to the Start menu, an optional desktop shortcut, and an entry in Settings >
Apps to uninstall it. Uninstalling keeps your locations and history unless you
tick the box to delete them.

MacScout.exe USB sticks, a customer's PC you don't want to install on, or a network share.

(portable) Nothing is installed: double-click it. Keep it in a folder you can write to
(Desktop, Documents, C:\Tools , a USB stick), not Program Files, so it can
update itself.

Both keep their settings in the same place, %APPDATA%\MacScout , so switching between them keeps
your locations and history.

Starting MAC Scout

Start it from the Start menu (installed) or double-click MacScout.exe (portable). The first time,
Windows may show a blue "Windows protected your PC" box because the program is new to it.
Click More info, then Run anyway.

The first time MAC Scout starts, a short guided tour walks you around the window with speech
bubbles. Use Next and Back (or the arrow keys). Tick Don't show this tour at startup to stop it
appearing. You can run it again any time with the Tutorial button at the top right of the ribbon.

Tip

Hide panels you don't need from the View tab (target panel, notes, activity log, filter bar).
Collapse the ribbon with the arrow at its top right, or by double-clicking a tab.
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The main window

B MAC Scout 1.6

Home  Location  View

= © = ¢ a =)
Find MAC Copy Fiter sc Jblems Print
address histe only
ehnda x
1 Name
inge 2 GATEWAY 192.
Stan @ CORE-SWITCH 192.160...«
19216811 W SALES-PCO1 192.168.1.10
Stop IP
192.1681.254 W SALES-PCO2 192.168.1.11
® FINANCE-LT1 192.168.1.15
Devices found S SVC-PRINTER 192.168.1.20
4 7 @ (OT-CAM-01 192.168.1.31
® LOT-CAM-02 192.168.1.32
Scanned just now
£ KEYTRAK-01 192.168.1.40
& CASHIER-POS 192.168.1.45
Method © TIMECLOCK 192.168.1.50
® ARP = LOBBY-TV 192.168.1.60
O Netbios
® KIOSK-LOBBY 192.168.1.70
O wMmI
O SNMP B Galaxy-24 192.168.1.101

Fe

Tools  Help Vi

eeeeee

MAC address

00-17-C5-3A-4F-10

FO-9F-C2-11-22-33

00-14-22-0A-11-01

00-14-22-0A-11-02

3C-52-82-4D-19-77

3C-2A-F4-11-22-33

BC-AD-28-90-12-01

BC-AD-28-90-12-02

00-30-F4-AA-01-02

00-0B-4F-7C-21-09

00-17-2F-22-31-44

AB-23-FE-10-55-61

00-1B-63-AA-BB-CC

DA-11-22-33-44-55

Vendor Type [ “otails & notes.
SonicWall 2 Router / firewall o e
Ubiquiti 7 Network switch > ~onda
Address
DellInc. W Computer 1200 Route 46, Wharton NJ
Dell Inc. W Computer Notes
Intel ® Laptop
Brother & Printer
Hikvision @ Security camera
Hikvision @ Security camera
KeyTrak # Key cabinet
Verifone & Card terminal
Kronos © Time clock

LG Electronics
Apple

(private address)

® TV / media player
F Kiosk

& Phone

The MAC Scout window after a scan.

o Ribbon: every command, in tabs (Home, Location,

View, Tools, Help). The version number is shown after
the tabs; click it for About.

e File menu: open, save, export, print, preferences,
updates.

e Location tabs: one per site. The + button adds a
new one.

The "This computer" box

o Target, Devices found, Method and This

computer: what to scan, the live counter, how to scan,
and this PC's own network details.

e Results list: every device found, with its icon and
type.

o Location details & notes: name, address and free-
form notes for this site.

° Status bar: progress, the number of devices, and
what the scan was compared with.

Under Method, the This computer box shows the PC MAC Scout is running on: the network
interface in use (Ethernet or Wi-Fi, with its speed), its IP address and subnet (and whether it came
from DHCP), its MAC address, the gateway and the DNS servers. When a PC has several
connections (Wi-Fi, Ethernet, VPN) it shows the one Windows is using for the internet; point at a

value to see the others.

Click any value to copy it. Right-click for Copy all details or Refresh. It updates by itself when you

plug in a cable, switch Wi-Fi or connect a VPN.
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3 Running a scan

Choose what to scan, choose how, and press F5.

Step 1: Choose a target

Target What it scans

IP address range Everything from Start IP to Stop IP. This is the usual choice. My IP range
fills in this PC's own network. B and C widen the range to the whole class B
or class C network. The bookmark button saves ranges you use often.

Local computer The network cards of this PC.

Remote computer One device, by name or IP address. The ... button lists computers on the
network.

Entire network Every computer in the Windows network list. If that list is empty (common

today), your own subnet is scanned instead.

Address list Your own list of names and IP addresses. Add, edit, import or export it.
Active Directory Every computer account in your Windows domain.
Expression A pattern, e.g. 192.168.1-10.1-30 or 192.168.1,3,5.1-50.

Step 2: Choose a method

Method Best for

ARP Everything on your own network:
PCs, phones, printers, cameras,
routers.

Netbios Windows computers, including

across routers.

NET API Windows computers.

WMI Windows computers, with the name
of every network card.
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Good to know

Fastest and most reliable. Cannot see past a
router into another subnet.

Uses UDP port 137. Blocked by some
firewalls.

Needs administrator rights on the remote
computer.

Needs administrator rights. Fills the Adapter
column.



SNMP Switches, routers, printers, UPS The device must have SNMP turned on. Set
units. the community name in Preferences > SNMP.
Fills the Adapter column.

Each location remembers its own target and method.

Step 3: Scan

Click Find MAC address on the Home tab, or press F5 . The Devices found counter climbs as
devices answer, and the results list fills in. Press Esc or Stop to end a scan early.

Reading the results

Column Shows

Name The device's network name, if it has one, with its type icon.

IP / MAC address Its current IP address and its hardware (MAC) address.

Vendor Who made it, from the built-in IEEE manufacturer database (over 54,000
entries).

Type What kind of device it is (see chapter 5).

Status / First seen New, changed or not found compared with the last scan, and when this MAC

was first seen at this location.

Problems Anything suspicious about the device (see chapter 7).
Comment Your own note on the device. Right-click a device > Edit comment.
Adapter The network card's name. Appears only after a WMI or SNMP scan; the other

methods cannot see it.

Tip
Point at any device for a summary. Click a column heading to sort. Choose columns (View tab)
shows, hides and reorders columns.
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Searching the list

Honda Main St Toyota Route 46 @ Ford Service x +
Target &8 n |A“Y column j 2 of 20 devices Also in; Honda Main St (1), Toyota Route 46 (1) | X
IP address range | Name | P MAC address | Wendor | Type
Start 1P W PC-15 10.0.035 BC-3A-45-11-22-33  Hewlett Packard W Compu!
|.|92 0.2 | B PC-20 10.0.0.20 SC-3A-45-99-88-77 DellInc. W Compu!

Searching for part of a MAC address. One match here, and the link on the right shows which other locations also
have matches.

The search box above the list finds devices by name, IP address, MAC address, manufacturer or
comment. The list shrinks as you type, and a count shows how many match ("1 of 20 devices").

e MAC addresses match in any format and from two characters: 5c3a, 5C-3A-45 and 5c:3a:45
all find 5C-3A-45-....

e |t searches every column by default; the drop-down next to it narrows the search to one
column.

e Each location tab has its own search. When other tabs also have matches, a link on the right
says so (Also in: Toyota Route 46 (1)). Click it to jump there with the same search.

e (Ctrl + F putsthe cursorin the search box, Esc clearsit, and F3 (Find next) jumps from
match to match without hiding the other devices.
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4 Locations and notes

One tab per store or customer site: its own settings, results, notes and history.

B MAC Scout 1.6

m Home
Q ©

Find MAC Copy
address

Location  View

© Smith Honda

Target
IP address range
Start IP
19216811
Stop IP
192168.1.254

Devices found

38

Scanned yesterday 4:02 PM

Method
® ARP fastest, this subnet
O Netbios
O WMl

O SNMP

Windows devices
card names, admin

switches, printers

Found 38 devices

© Smith Toyota x

Tools He|p Version 1.6.1
= o a
Filter Scan Problems
history only

© Smith Collision x

Name

@ FW-TOYOTA

@ SW-SHOWROOM
B8 SALES-01

B SALES-02

@ PARTS-PRN

1 ALIGN-HUNTER
B CAM-BAY-1

# KEYTRAK

B3 SIGN-LOBBY

#® VOIP-RECEPT

=

Print

PDEJ O

Device
PDF type

Save as

© Smith Used Cars x  +

P
10.20.0.1
10.20.0.2

10.20.0.21
10.20.0.22
10.20.0.30
10.20.0.40
10.20.0.51
10.20.0.60
10.20.0.70

10.20.0.80

MAC address

00-09-0F-AB-10-01

00-1F-6C-22-10-02

A4-BB-6D-01-02-03

A4-BB-6D-01-02-04

00-80-77-12-34-56

00-0C-C8-55-10-22

9C-8E-CD-10-11-12

00-30-F4-AA-09-09

90-AC-3F-01-77-01

80-5E-C0-11-22-01

({‘E}

Lookup
MAC

Vendor

Fortinet

Cisco

Dell Inc.

Dell Inc.

Brother

Hunter Engineering
Hikvision

KeyTrak

BrightSign

Yealink

M

Ping

Four locations in one window. Each tab keeps its own list, counter and notes.

e Add a location with the + button or Ctrl + N .

Telnet

Type

@ Router / firewall
7 Network switch
B Computer

@ Computer

@ Printer

11 Shop equipment
®¢ Security camera
# Key cabinet

B Digital sign

#® VolIP phone

Location details & notes
Location name

Smith Toyota
Address

88 Main St, Dover NJ
Notes

Network closet is behind the parts
counter.
Ask for Mike (service manager).

10/27/2026

e Rename it by double-clicking its tab. Right-click a tab to duplicate it (copies the settings, not the
results) or delete it.

e Switch between tabs with Ctrl + Tab . Several locations can scan at the same time; a spinning

icon shows which.

e Notes: type anything about the site: where the network closet is, who to ask for, what you
changed. Notes save as you type.

¢ Date / time stamp: the Date/time button (or Ctrl + T ) inserts the date, time and your name

into the notes.

MAC Scout User Manual - v1.8.8
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5 Device types

MAC Scout guesses what each device is. You can correct it, add your own types and
teach it rules.

MAC Scout picks a type from the manufacturer, the device name and other clues: a Verifone device
is a card terminal, a KeyTrak device a key cabinet, and this PC's gateway is the router. Built-in types
include computer, laptop, server, router / firewall, access point, switch, printer, scanner, phone,

tablet, TV, digital sign, security camera, door / access control, key cabinet, card terminal / POS, time

clock, kiosk, shop / diagnostic equipment, storage, VolP phone, UPS, virtual machine and more.

W MAC Scout 1.6

BB tome  Location  View

Tools  Help  Version 16

- 0O x

Q © = O = hod <& &
Find MAC Copy Fiter Scan Problems print saveas Device Lookup Telnet
address istory nly POF type MAC
© SmithHonda +
Target Name P MAC address | Vendor Type Location details & notes
P address range @ GATEWAY 192.168.1.1 00-17-C5-3A-4F-10  SonicWall 2 Router / firewall Location name
Start IP 7 CORE-SWITCH 192.168.1.2 FO-9F-C2-11-22-33  Ubiquiti @ Network switch Smith Honda
19216811 W SALES-PCOT 192.168.1.10 00-14-22-0A-11-01 Dl | W Comput fddrese
Sop P -108.1. ell Inc. omputer 1200 Route 46, Wharton NJ
1921681.254 B SALES-PCO2 192.168.1.11 00-14-22-0A-11-02  Dell Inc. W Computer Notes
® FINANCE-LTI 192.168.1.15 3C-52-82-4D-19-77 Intel - Laptop
Devices found [® sve-prINTER 192.168.1.20 3C-2A-F4-11-22-33 Brother ® Printer [ printer }
4 7 B0 LOT-CAM-01 192.168.1.31 BC-AD-28-90-12-01  Hikvision ® Security camera
8 LOT-CAM-02 102.168.1.32 BC-AD-28-90-12-62  Hikvision ® Security camera
Scanned just now
£ KEYTRAK-01 192.168.1.40 00-30-F4-AA-01-62  KeyTrak £ Key cabinet
& CASHIER-POS 192.168.1.45 00-08-4F-7C-21-09  Verifone & Card terminal
Method © TIMECLOCK 192.168.1.50 00-17-2F-22-31-44  Kronos © Time clock
®ARP W LOBBY-TV 192.168.1.60 A8-23-FE-10-55-61 LG Electronics W TV media player
O Netbior
OWEMI' ° ® KIOSK-LOBBY 192.168.1.70 00-18-63-AA-BB-CC  Apple ® Kiosk
O SNMP. B Galaxy-S24 192.168.1.101 DA-11-22-33-44-55 (private address) B Phone

Found 47 devices

Each device gets an icon and a type.

Correcting a device

Double-click the Type cell of a device (or right-click it > Set device type, or Home > Device type)
and pick the right type. Your choice sticks to that device in every future scan. Automatic hands it
back to MAC Scout.

Your own types
Choose New device type... from the same list, or Tools > Device types. Give it a name (for example
"Tire machine") and pick one of about 50 icons.

Rules

If every device from one manufacturer is the same kind of thing, choose Every "manufacturer"
device is a... from the list. That creates a rule such as Manufacturer contains Zebra - Printer,
which applies to every location and future scan. Manage rules under Tools > Type rules. A rule can
match the manufacturer, part of the device name, or the start of the MAC address, and shows which
devices it matches. Rules are checked top to bottom, before MAC Scout's own guesses.
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6 Scan history: what changed

Every scan is saved, so each new scan can tell you what is different.

B MAC Scout 1.6 - O x

m Home Location View Tools Help Version 1.6.1

Q © T O A& © Hh O &
Find MAC Copy Filter Scan Problems Print Save as Device Lookup Ping Telnet
address history only PDF type MAC
© SmithHonda x © Smith Toyota  x ®© Smith Collision x © Smith Used Cars x +
Target Name P MAC address  Vendor Type Location details & notes
P address range @ GATEWAY 192.168.1.1 00-17-C5-3A-4F-10  SonicWall @ Router / firewall Location name
Start IP 7 CORE-SWITCH 192.168.1.2 FO-9F-C2-11-22-33  Ubiquiti 7 Network switch Smith Honda
19216811 B SALES-PCOT 192168110  00-14-22-0A-11-01 Dell | ™ Comput hedress
Stop IP RS it inc. omputer 1200 Route 46, Wharton NJ
1921681.254 B SALES-PCO2 @D 192.168.1.25 00-14-22-6A-11-62  Dell Inc. W Computer Notes
8 FINANCE-LT1 @D 192.168.1.15 3C-52-82-4D-19-77 Intel 8 | aptop Router in the parts room closet.
Devices found @ SVC-PRINTER 192.168.1.20 3C-2A-F4-11-22-33  Brother @ Printer
4 9 ®( L0T-CAM-01 192168131  BC-AD-28-90-12-01 Hikvision ® Security camera
@1 L OT-CAM-02 192.168.1.32 BC-AD-28-90-12-02  Hikvision @0 Security camera
Compared with last month
3new 1changed 1notfound £ KEYTRAK-01 192.168.1.40 00-30-F4-AA-01-02  KeyTrak # Key cabinet
@ CASHIER-POS 192.168.1.45 00-0B-4F-7C-21-09  Verifone & Card terminal
Method © TIMECLOCK CED 192.168.1.50 00-17-2F-22-31-44  Kronos © Time clock
©ARP fastest, this subnet @ LOBBY )2.168 3-FE- 16 L -
O Netbios W ces
owmi o ® KIOSK-LOBBY 192.168.1.70 00-1B-63-AA-BB-CC  Apple ¥ Kiosk
O SNMP switches, printers B Galaxy-S24 €D 192.168.1.101 DA-11-22-33-44-55 (private address) B Phone

Found 49 devices

Compared with scan of Sep 26

After a rescan: three new devices, one that moved to another IP address, and one that did not answer.

Status Meaning

New This MAC address has never been seen at this location before.
Changed A known device now has a different IP address or name.
Not found It answered last time but not this time: switched off, unplugged, or gone. Shown

faded. Turn these rows on or off with Home > Show not found.

The colored links under the counter (3 new - 1 changed - 1 not found) show only those devices when
clicked.

The Scan history window

Home > Scan history lists every stored scan of the location. Compare any two scans side by side,
export the comparison to CSV or HTML, re-open an old scan in the list, or delete scans. The All
devices ever seen tab lists every MAC address ever found at the location with when it was first and
last seen.
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7 Problems MAC Scout can spot

Suspicious or broken addresses are flagged in red or amber, with an explanation.

B MAC Scout 1.6

m Home
Q

Find MAC
address

Location

© SmithHonda x

Target
IP address range
Start IP
19216811
Stop IP
192168.1.254

Devices found

49

Compared with last month
A 3 problems

Method
® ARP

O Netbios
O WMl

View

©

Copy

© Smith Toyota x

O SNMP switches, printers

Tools  Help Version 1.6.1
= O & © o &
Filter Scan Problems Print Save as Device Lookup

history only PDF type MAC
© Smith Collision x © Smith Used Cars x +

Name P MAC address  Vendor

A GATEWAY 192.168.1.1 00-17-C5-3A-4F-10  SonicWall

7 CORE-SWITCH 192.168.1.2 FO-9F-C2-11-22-33  Ubiquiti

B SALES-PCO1 192.168.1.10 00-14-22-0A-11-01 Dell Inc.

@ SALES-PCO2 192.168.1.11 00-14-22-0A-11-02 Dell Inc.

B FINANCE-LT1 192.168.1.15 3C-52-82-4D-19-77 Intel

A\ SVC-PRINTER 192.168.1.20 3C-2A-F4-11-22-33  Brother

®( LOT-CAM-01
®( LOT-CAM-02
& KEYTRAK-01
& CASHIER-POS
© TIMECLOCK
& LOBBY-TV
A KIOSK-LOBBY

A Galaxy-S24

Found 49 devices emm—  Compared with scan of Sep 26

Telnet

Type

@ Router / firewall
7 Network switch
B Computer

@ Computer

B | aptop

& Printer

Security camera

Location details & notes
Location name

Smith Honda
Address

1200 Route 46, Wharton NJ

Notes

Router in the parts room closet.

A 1P address conflict

Two different devices are answering for 192.168.1.20: SVC-
PRINTER and KIOSK-LOBBY. Both will have dropped connections.
What to do: give one of them a different IP. Usually it's a device
with a fixed IP inside the DHCP range.

Security camera
Key cabinet
Card terminal

Time clock

192.168.1.60 A8-23-FE-10-55-61 LG Electronics 8 TV / media player
192.168.1.20 00-1B-63-AA-BB-CC  Apple ® Kiosk
192.168.1.101 DA-11-22-33-44-55 (not registered) B Phone

An IP conflict, an unregistered manufacturer and a changed router MAC, with the explanation open.

Point at a device's Problems cell for an explanation, or right-click it > What does this problem
mean? to keep it open. Home > Problems only shows just the devices with a problem.

Problem

IP address conflict

Router MAC changed

Same MAC on
several IPs

MAC Scout User Manual - v1.8.8

What it means

Two different devices answer for
the same IP address. Both will drop
connections.

The gateway now has a different

MAC address than at the last scan.

One network card answers for
several addresses.

What to do

Give one of them a different IP. Usually
a device with a fixed IP inside the
DHCP range. If it is the router's
address, treat it as urgent (possible
ARP spoofing).

Expected if the router, firewall or
modem was replaced. If nobody
changed anything, check for a device
pretending to be the router.

Often harmless (server with extra IPs,
VPN box). On an ordinary PC or printer,
find out why.



Proxy ARP
(handled for you)

Unknown
manufacturer

Impossible / invalid
MAC

Private (random)
MAC

MAC Scout User Manual - v1.8.8

A router or firewall (Cisco does this
by default) answers for addresses
it doesn't own, so one MAC
appears on dozens or hundreds of
IPs with nothing behind them.

The first half of the MAC is not
registered with the IEEE.

A group (multicast) or unreadable
address was reported.

Phones, tablets and laptops make
up their own address on Wi-Fi for
privacy. Information only.

MAC Scout keeps the router, leaves the
phantom addresses out and explains it
in the activity log. To show them
anyway: Preferences > Scanning. To
stop it at the source, turn off proxy ARP
on the router interface (Cisco: no ip

proxy-arp ).

Could be a no-name device, a virtual
machine, a typed-in address or a faked
one. Make sure you know what it is.

Usually a faulty or misconfigured
device. Check its settings or firmware;
scan again.

Nothing to fix. To track a company
device reliably, turn off "private
address" for the Wi-Fi network on that
device.
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8 Ping, Telnet, SSH and other tools

Everyday network tools, built in. No command prompt needed.

Right-click a device for Network tools and Administrative tools, or use the Home and Tools tabs.
Tools open in their own windows, so you can keep working in the list. With several devices selected,
each gets its own window.

Ping
Ping - SVC-PRINTER X
192168120 2R oo contrvons, cvery 15,520
J— [pRS— it srcker Loss
@ Online 3ms 4 ms 0%

TL64 00f 134 lost

Reply time

The Ping window: status, last reply, average and packet loss, with a reply-time graph.

Pings until you press Stop (or a set number of times). The tiles show whether the device is online
and for how long, the last and average reply time, and packet loss. Blue bars are replies, orange are
slow ones, red columns are lost replies. Options sets the interval, packet size and wait time, and
changes apply while it runs. Copy results puts a summary on the clipboard for a ticket.

Telnet

Telnet - 192168.1.2 x
CORE-SWITCH Main Menu
1. Status and Counters

vitch Configuration
ent Log

CORE-SWITCH# show interfaces brief

Port Status Speed p

1 Up 1000 r
Up 1000  Service desk

The Telnet window connected to a switch.

e Works without Windows' own telnet program, which is not installed by default.
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¢ Type: Network device for switches, routers, printers and UPS units (VT100 terminal). Type: BBS
for bulletin-board systems: ANSI art in the DOS character set (code page 437), DOS colors and
a fixed 80 x 25 screen.

e Select text with the mouse; Ctrl + Shift + C copies, Ctrl + Shift + V pastes. Scroll back
with the mouse wheel or Shift + PgUp .

e Port tester: enter any port number. If it can't connect, MAC Scout tells you whether the port was
refused (nothing listening) or got no answer (firewall, or the device is off).

SSH

Hostor IP [1270.01 port[2z22 =]

user[mae  Passwo rd [ Useakeyfile..  Disconnect Copy Paste

An SSH session to a Linux server, with colors.

e Secure, encrypted login to switches, firewalls, servers and anything else with SSH turned on
(Tools > SSH, or right-click a device > Network tools > ssh).

e Log in with a password, or click Use a key file... to log in with your private key (you are asked
for its passphrase if it has one).

e First connection: MAC Scout shows the device's fingerprint. If it matches the device, click Trust
and connect; MAC Scout remembers it. If a known device's fingerprint ever changes, you get a
clear warning: normal after a replacement or reset, otherwise someone may be impersonating
the device.

e Full color terminal that resizes with the window and runs full-screen programs (top, nano, less).
Copy and paste as in Telnet.

e Your user name is remembered for each device. Passwords are never saved.

Other tools
Tool What it does
Lookup MAC Type any MAC address to see the manufacturer and its registered

address ( Ctrl + L ).
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Open as

Remote desktop, Explore,
Computer / Services
management, Event
viewer...

Shutdown / Restart

Send message

Manage tools

MAC Scout User Manual - v1.8.8

Opens the device as a web page (http / https), FTP site or Windows file
share. Open web pages with picks the browser on the spot.

Standard Windows admin tools, pointed at the selected device.

Shuts down or restarts a remote Windows computer, with an optional
delay and message.

Pops up a message on the screens of a remote Windows computer's
users. Ready-made messages (presets) save typing.

Add your own commands. Use %computer ip% and Scomputer name%
where the device's address or name should go.



9 Printing, PDF reports and exporting

Leave the customer a clean report, or take the list into other programs.

Print and PDF

Print ( Ctrl + P ), Print preview and Save as PDF are on

the Home and Location tabs and in the File menu. The
report includes the location's name, address and scan

date, every device, and your notes.

Save, open and export

e Savelist ( Ctrl + S ) and Openlist ( Ctrl + 0 ) store
a result list as an XML file.

e Export ( Ctrl + E ) writes the list as a web page
(HTML), CSV for Excel, rich text (RTF) or plain text.

e Copy, Copy MAC ( Cctrl + M ) and Copy all put
devices on the clipboard.
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00-17-C5-3A-4F-19
FO-9F-C2-11-22.33
00-14-22-0A-11-01
00-14-22-0A-11-02
3C-52-82-4D-19-77
3C-2A-F4-11-22.33

BC-AD-28-90-12.91

BC-AD-28-90-12-02

00-30-F4-AA-01-02
00-08-4F-7C-21-09

00-17-2F-22-31.44

MAC Scout report

?{milh Ho’rjcyia * 1200 Route 46, Wharton NJ
Scanned 10/27/2026 9:14 AM - 47 devices
GATEWAY 19216811
CORE-SWITCH 192168112
SALES-PCO1 192.168.1.10
SALES-PC02 192168111
FINANCE-LT1 192168115
SVC-PRINTER 192.168.1.20
LOT-CAM-01 192168131
LOT-CAM-02 192168132
KEYTRAK-01 192168.1.40
CASHIER-POS 192168.1.45
TIMECLOCK 192168.1.50
LOBBY-TV 192.1681.60

A PDF report.

Save as PDF

AB-23-FE-10-55-61




10 Preferences, updates and sharing

File > Preferences ( ctrl + , ). Changes take effect straight away.

Tab Settings

General Which name to show in the list (Netbios or DNS), the version in the title bar,
newest activity-log messages first, and whether to clear the list before each scan.

Scanning How many addresses to try at once (threads) and how long to wait for each,
whether to look up device nhames, and whether to show addresses a router
answers for (proxy ARP).

Check state How to decide a device is switched on: none, ping, or a TCP connection to a port.

Updates Whether to check for new versions automatically, whether to download and install
them by themselves, and (rarely needed) a different update location.

Browser Which browser opens web pages (any installed browser, Windows default, or
another program) plus optional extra options such as --incognito . Test opens a
page to check it.

SNMP The SNMP community name (the "password") your switches and printers use. The
defaultis public .

Updates

MAC Scout keeps itself up to date. A few seconds after it starts, and every 6 hours while it is open,
it checks Dialsoft's download page for a new version. If there is one, it downloads it in the
background and checks its SHA-256 fingerprint so a damaged or altered file is never installed. The
status bar then says "MAC Scout 1.x is ready": click it to restart into the new version, or just carry
on, because it installs itself when you close MAC Scout. The first time the new version starts, the
status bar says "Updated to version 1.x - click for what's new".

Your settings, locations, notes and history are always kept. Help > Check for updates checks
straight away. To install updates by hand instead, turn off Download and install updates
automatically in Preferences > Updates.

Sharing MAC Scout

Help > Share MAC Scout (also in the File menu and the About box) sends a friend or co-worker a
link to download MAC Scout by e-mail, Gmail, Outlook on the web, Facebook Messenger,
WhatsApp, a text message (through Windows Phone Link), Microsoft Teams, a Facebook post or
LinkedIn. Edit the message first if you like; your name is remembered. Nothing is sent until you
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press Send in the app that opens. Messenger, Facebook and LinkedIn don't let other programs fill in
the text, so MAC Scout copies it for you to paste with Ctrl + V .
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11 Keyboard shortcuts

The fastest way around MAC Scout.

Keys Action Keys Action

F5

Esc

F1

Ctrl + N

Ctrl + Tab

Ctrl + Shift + Tab

Ctrl + T

Ctrl + F

F3
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Start a scan

Stop the scan
Quick help

New location
Next location
Previous location

Date/time stamp in
notes

Search the list

Find next match

Ctrl + L

Ctrl + M

Ctrl + P

ctrl + S /
Ctrl + O

Ctrl + E

Ctrl + ,

Ctrl + Shift + C /

Alt + F4

Look up a MAC
address

Copy MAC address
Print

Save [ open a list

Export
Preferences

Copy / paste in Telnet
and SSH

Exit
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12 Troubleshooting

Common questions and quick fixes.

The scan finds devices on my own network but not on another subnet.

ARP cannot see past a router. Run MAC Scout on a PC in that subnet, or use Netbios, WMI or SNMP,
which work across routers if the firewall allows them.

A phone keeps showing up as "New".

Phones and tablets use a private, random MAC address on Wi-Fi, and it can change. See "Private
(random) MAC" in chapter 7.

SNMP finds nothing.

SNMP has to be turned on in the device, and the community name in Preferences > SNMP must
match the device's. Firewalls must allow UDP port 161.

WMI or NET API says access denied.

These methods need administrator rights on the remote computer. Run MAC Scout as a user who is
an administrator there (for example a domain admin), and make sure the remote firewall allows
remote administration.

The Adapter column isn't there.
It appears only after a WMI or SNMP scan has found network card names. ARP, Netbios and NET
API cannot see them.

Windows says it "protected your PC".

Click More info > Run anyway. This appears for programs Windows hasn't seen before.

SSH says the device and MAC Scout have no encryption method in common.

Very old devices only offer outdated encryption. Update the device's firmware, or use Telnet on a
trusted network.

SSH login with my RSA key fails, but the password works.

Check that the key file is the private key (not the .pub file) and that its public half is in the device's
authorized keys.

Hundreds of devices with the same MAC address appear.

That is a router doing proxy ARP. MAC Scout 1.8 and later sets those phantom addresses aside
automatically; rescan the location. See chapter 7.
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How do | uninstall MAC Scout?

Installed: Windows Settings > Apps > MAC Scout > Uninstall, or Start menu > MAC Scout >
Uninstall MAC Scout. Portable: just delete MacScout.exe . Either way your locations stay in
%APPDATA%\MacScout unless you delete that folder too.

Where are my settings and history?

In %APPDATA%\MacScout . Copy that folder to move everything to another PC.
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23



13 Credits, licenses and copyright

The components, data and standards MAC Scout draws on. The same list is in the
program under Help > Credits & licenses.

Components and data

Microsoft Fluent Ul System Icons

Ribbon, menu, device-type and status icons
Microsoft Corporation - MIT License - https://github.com/microsoft/fluentui-system-icons

IEEE Registration Authority OUI listings (MA-L, MA-M, MA-S)

Manufacturer names for MAC addresses
IEEE - Public registry data - https://standards-oui.ieee.org

oui-data

Packaged copy of the IEEE listings used to build the built-in manufacturer database
silverwind - BSD 2-Clause License - https://github.com/silverwind/oui-data

SSH.NET 2023.0.1
The built-in SSH window (encryption, key exchange, login). Built into MacScout.exe with two small

additions, see ThirdParty/SshNet
SSH.NET contributors (originally Renci) - MIT License - https://github.com/sshnet/SSH.NET

Microsoft .NET Framework 4.8 and Windows Forms
Program runtime and user interface. Required: already part of up-to-date Windows 10 and 11; install
it first on Windows Server 2012-2016 or Windows 8.1 (not included in MAC Scout)

Microsoft Corporation - Windows component - https://dotnet.microsoft.com

Windows networking APls

ARP (IP Helper), NET API (Netapi32), WMI, Remote Desktop Services messages, remote shutdown
Microsoft Corporation - Windows component - https://learn.microsoft.com/windows/win32/

Standards implemented by MAC Scout

SNMP v1and MIB-II (RFC 1157, RFC 1213)

SNMP scan method
IETF - Open standard - https://www.rfc-editor.org/rfc/rfc1157
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NetBIOS over TCP/IP name service (RFC 1001, RFC 1002)

Netbios scan method
IETF - Open standard - https://www.rfc-editor.org/rfc/rfc1002

SSH protocol (RFC 4251-4254)

Built-in SSH window (through SSH.NET)
IETF - Open standard - https://www.rfc-editor.org/rfc/rfc4251

Telnet protocol and options (RFC 854, 857, 858, 1073, 1091)

Built-in Telnet window
IETF - Open standard - https://www.rfc-editor.org/rfc/rfc854

VT100 / ECMA-48 (ANSI) terminal codes and IBM code page 437
Terminal display and BBS mode

Ecma International, IBM - Open standard - https://ecma-international.org/publications-and-
standards/standards/ecma-48/

Acknowledgements
Claude by Anthropic

Design and programming assistance
Anthropic - https://claude.ai

License texts

The MIT and BSD licenses ask for their full text to accompany the software.
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Fluent Ul System Icons

MIT License
Copyright (c) 2020 Microsoft Corporation

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

oui-data

Copyright (c) silverwind
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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SSH.NET

The MIT License (MIT)
Copyright (c) Renci, Oleg Kapeljushnik, Gert Driesen and contributors

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright

MAC Scout © 2026 Dialsoft LLC. All rights reserved. Created by Marc Frega. Built with Claude by
Anthropic. Written in C# for the Microsoft .NET Framework 4.8, which must be installed to run it.
Windows, Windows Forms, .NET and Remote Desktop are trademarks of Microsoft Corporation.
Other product and company names are the property of their owners.
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